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Cyber at NATO

Embedded in NATO’s core tasks

Threats are increasing in frequency and sophistication

Cyber is a military domain

Focus on

• Protecting our networks

• Conducting operations

• Helping Allies enhance national resilience

• Providing a platform for consultation and collective 

action

NATO

Washington Treaty

32 Member nations 

Purpose is to guarantee freedom and security of 

its members through political and military means



Geopolitical threats

Russia

China

North Korea

Iran
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Russia

800% increase of attacks immediately after invasion

Massive disinformation campaigns 

China

Biggest global threat

40 “Advanced Persistent Threat” groups

North Korea

Wide-ranging financial activities (>$1B per year)

Iran

Increased threat tied to Iran and Hezbollah
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Threat Motivators
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Dynamics in the ecosystem

Strong presence of asymmetry

• Attacker investment and risk = low

• Defender investment and risk = high
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Method 1: Inflict damage on attacker

• Disruption or destruction – Offensive Cyber 

Operations (prerogative of nations – not private 

industry, not NATO)

• Public attribution – technically difficult, politically 

sensitive, and only marginally effective

• Sanctions – impose economical damage (nations)

Method 2: Deny benefits for attacker

• Risk awareness

• Knowledge of your environment

• Information hyper-triangulation

• Step-up defense through technology

Equalize load 
distribution



Use your weapons wisely…

Risk awareness

Knowledge of your environment

Information hyper-triangulation

Step-up defense through technology
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Know your environment very well: threat intelligence, 

ongoing comprehensive vulnerability assessments, risk 

register (and crown jewels) must be up-to-date

Need an automated Asset, Configuration, and Patching 

Management solution

“Put your SOC on steroids” through AI – SIEM needs to 

make sense out of billions of data points

• Spot anomalies and triangulate for attack vector and 

kill-chain detection

• Uncover (and learn from) anomalous user behavior

This needs two more slides…
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LEARNING

• Consistent training of entire workforce – from junior 

analysts to senior leaders

• Use Adaptive Learning (AL) solutions

DATA CENTRICITY

• Imperative to tag data with classification (e.g. level of 

confidentiality)

IDENTITY ACCESS MANAGEMENT (IAM)

• Secure access to resources on-site or remote

• IM = who should have access (with MFA!)

• AM = access control at resource / object level

ZERO TRUST

• More of a mindset than a specific technology

• Not an excuse to “fill in the moat”

• Get serious about implementation

Step-up defense through technology
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Secure Access Service Edge (SASE)

• SD-WAN secure web gateways (cloud native) 

• Cloud access security brokers supporting “Firewall 

as-a-Service” and Zero Trust network access

ADAPTIVE SECURITY

• Adjust and refine network layout to adapt to an incident 
(without human intervention)

ARTIFICIAL INTELLIGENCE

• Use AI – for SIEM (advanced correlation / triangulation)

• Use AI – for Adversary Emulation (the “pen testing on 
steroids”)

POST QUANTUM CRYPTOGRAPHY

• Risk to public-key cryptosystems with advent of Quantum 
Computers

• NIST introduction of Federal Information Processing 
Standards (FIPS) in August 2024

• Ready for prime time – not much time left…

Step-up defense through technology
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Q & A


