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Bitdefender

Definitions




 EDR — Endpoint Detection and Response

« XEDR — eXtended Endpoint Detection and Response
« XDR — eXtended Detection ad Response
« MDR — Managed Detection and Response
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Endpoint Detection and Response Bitdefender

Endpoint detection and response technology is used to identify suspicious behavior and
on endpoints in an environment, and alert administrators accordingly. It does this by
collecting and aggregating data from single endpoints.


https://en.wikipedia.org/wiki/Advanced_persistent_threat

eXtended Endpoint Detection and Bitdefender
Response

eXtended Endpoint Detection and Response is the evolution of Endpoint Detection and Response
solutions that adds analysis and correlation functionality of security events between endpoints.



eXtended Detection and Response Bitdefender

eXtended Detection and Response works by collecting and correlating data across various network
points such as servers, email, cloud workloads, and endpoints. The XDR system helps organizations to
have a higher level of cyber awareness, enabling cyber security teams to identify and eliminate security
vulnerabilities.



Managed Detection and Response Bitdefender

Managed Detection and Response (MDR) denotes outsourced services designed to
protect your data and assets even if a threat eludes common organizational security controls.

An MDR security platform is considered an advanced 24/7 security control that often includes a range of
fundamental security activities including cloud-managed security for organizations that cannot maintain
their own security operations center. MDR services combine advanced analytics, threat intelligence, and
human expertise in incident investigation and response deployed at the host and network levels.


https://www.mcafee.com/enterprise/en-us/security-awareness/cybersecurity.html

Bitdefender

EDR Concepts




Endpoint Detection and Response Bitdefender

Threat Analytics

Policy Tuning
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INCIDENT ALERT
(Suspicious Files, Suspicious Process)

INCIDENT VISUALIZATION
(Interactive Graph)

INCIDENT INVESTIGATION
(Search & Corraborate)

INCIDENT RESPONSE
(Delete, Blacklist, Kill, Isolate)

eXtended Endpoint Detection and
Response

Policy Management,
Incident Information Report,
Threat Investigation
®
GRAVITYZONE"

e e Event Recorder.

- - Send insights
EDR AGENT EDR AGENT Suspicious Events

Bitdefender

SANDBOX ANALYZER

Send Files for Detonation
Receive Verdict

THREAT
ANALYTICS
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eXtended Detection and Response Bitdefender

Endpoints Network Email
A
* What happened within the * How is the attacker moving * Who else received this
endpoint? across the organization? email or similar threats?
* How did an attack * How are threats + Are there compromised
propagate? communicating? accounts sending internal
* What are the risks on the phishing emails?

endpoints?

« What was the context in Cloud : Threat * Which actors are behind
|dentity his threat?
which malicious content Workloads Intel this threat*
* Which verticals are these

was executed on the

workload? thorﬁ active on’.:]

* What type of threat was « Whois logged on the device? orrez;niigetigrrg other
prevented (e.g. malware, « Is the user supposed to be ganizati H
exploit)? logged on the device? experiencing the same

' attacks?
Cloud Workloads & |dentity Threat Intel

Containers
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DETER

World class prevention
technology to deter and
prevent malware infections
before they can cause business
risk.

REPORT

Real time and monthly
reporting to support security
decision-making for the
organization and provide
visibility during incidents.

Managed Detection and Response

DETER

Bitdefender

DETECT

Host & network telemetry
backed by security analytics and
automation to enable proactive
hunting, anomaly detection and

speedy investigations.

<
©) " RespoND
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Pre-approved actions that can
be executed quickly by the
security team to limit
adversarial dwell time and
reduce business risk.
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Dwell Time
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DWELL TIME

Advanced Threats Are Different

TIME

PROPRIETARY AND CONFIDENTIAL

.......... System
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Attack
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Attack Identified Response
Decrease Speed
Dwell Time Response Time
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Pyramid of Pain

» ATT&CK Reflects tactics and
techniques observed in the real
world

* Why is this important?

* Industry historically focused on
methodology that is low on the
pyramid

* Forces adversary to change tools and
behavior to avoid detection

* Lowers their ROI

* For the Defender:

* Behavior focused detection >
artifact focused detection

* ATT&CK based hunting

PROPRIETARY AND CONFIDENTIAL

What to search? David Bianco’s pyramid of pain

A oueh!

Wi Tools . eChallenging
c
' Network/ "
§ E Hos: Artifacts ~ *ANNoYying
o - =
g % Domain Names *Simple
o |

(&

eEasy

oTrivial

hitp.//datect respond.blogspol mx/2013/03/the oy ramid-of pain. him!

Bitdefender

TTP-based detection:
Special behavior
detectors above collected
events, manual search

Tool-based detection:

AV detects, Yara rules,
tools-specific detectors
above collected events

10C-based detection:
Automatic matching of
indicators from collected
events using different
threat intelligence feeds

19



MITRE ATT&CK: Sample Threat Model

[.E‘E‘T;mple Threat Model

Bitdefender
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Know the attacker
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_ _ o Bitdefender
Adversaries are extremely skilled at obtaining access and

experts at going unnoticed; and it is not uncommon for an
organization to be unaware of an intrusion for days, weeks,
or even months.

« Before you can begin threat hunting, you
must first understand the adversaries
you will be facing.

« Their techniques may be similar,
however the motivation behind each can
be very different.
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Bitdefender GravityZone
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Addressing the Challenge:
TOO MANY TOOLS & TOO LITTLE VISIBILITY

Bitdefender GravityZone Blueprint for Cyber Resilience

FEATURES &
CAPABILITIES

SECURITY
FUNCTIONS

MANAGED
TECHNOLOGY

PLATFORM &
SERVICES
FUNCTIONS

DEPLOYMENT

DEVICE
CONTROL
APPLICATION
CONTROL

RISK ANALYSIS
(ENDPDINT
usen)

©

VULNERABILITY
IDENTIFICATION

Eo2

CONFIGURATION
MANAGEMENT

PATCH
&) MANAGEMENT

FULL DISK @c

ENCRYPTION

% EXPLOIT DEFENSE

Q2 FILELESS ATTACK
é DEFENSE

EMAIL
57@ SECURITY

NETWORK
ATTACK DEFENSE

Endpoints

o] & O

THREAT
INTELLIGENCE

DATA ANALYTICS
& RETENTION

MACHINE LEARNING
(LOCAL &

CLOUD-BASED)

SANDBOX
ANALYSIS

@ 10C SEARCH

MITRE EVENT
TAGGING

ROOT CAUSE
ANALYSIS

TUNABLE MACHINE
LEARNING

ATTACK FORENSICS &
VISUALIZATION

Cloud Workloads, Containers and Servers

BEHAVIOURAL
ANALYSIS &
ANOMALY

AUTOMATION &
ORCHESTRATION

SAAS (North America / Europe) or On-Premises

DASHBOARDS
& REPORTING

INCIDENT
VISUALIZATION

N
)
N

GUIDED & AUTOMATED
RESPONSE

NETWORK
TRAFFIC ANALYSIS

fr b

EEI

MULTI-
TENANCY

INTEGRATION
APIs (e.g.
SIEM, RMM)

Bitdefender

24x7 SECURITY
@ OPERATIONS
THREAT
HUNTING
@o
‘ ’ PREMIUM
SUPPORT

ADVISORY &
DEPLOYMENT SERVICES

RISK ASSESSMENT & HARDENING PREVENTION DETECTION & RESPONSE SERVICES

- o
8 AW

@ @

SOC TOOLS &
PROCESSES

EXPERTS &
THREAT HUNTERS
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Executive Summary Bitdefender

XDR evolves EDR cybersecurity capabilities and out-of-the-box fulfills the incident responders’ needs to integrate additional telemetry
sources, deliver contextualized security incidents and more comprehensive response capabilities.

Efficacy of detections Speed of investigation Completeness of response

XDR detections are based around the XDR extends investigation capabilities by XDR extends response capabilities outside of i
|

endpoint and correlated with other telemetry building an automate root cause EDR to provide both endpoint and non-
sources where business data is stored and analysis across integrated telemetry sources endpoint response recommendations and
accessed within the entire organization swift response actions

XDR CORE CAPABILITIES

| GA Features

= Endpoint = Endpoint = Extended Root-cause = Extended Incident = Investigation = Endpoint Response
= Network = Non-endpoint analysis Overview Package = Full Remote Shell

= |dentity = Anomalies = Multiple sources = Extended Incident = New Search = (0365 Response

= Cloud within the organization Graph = AD Response



GravityZone XDR

COLLECT

Endpoints

Servers &
Containers

Network

Office 365

Active Directory

Azure Active
Directory

AWS

DETECT

Embedded
Threat
Intelligence

Behavioral
Detections

Security
Analytics

CORRELATE

Event Correlatio
Engine

VISUALIZE INVESTIGATE

Incident Overview
n

Organization-level attack

Automated activity timeline

GravityZone Cloud

Threat Hunting

Forensics
Collection

Bl Enabled via licensing add-on

RESPOND

Identity
Response

Endpoint
Response

Email
Response
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Bitdefender XDR Sensor - Productivity Bitdefender

Why ... are we doing this?

Given the increasingly diverse methods of cyberattacks by email to companies, it becomes essential to analyze possible attacks not only by individually
scanning each email box in a domain, but including the analysis of the entire flow of emails within a company, in order to identify and security analysts
within these companies of potential cyberattacks (security events).

What ... are we doing?

Collect 0365 mail and audit events and

+ Correlate the events to create new Incidents and/or augment existing Incidents l] Office 36"
JTT
«  Store events for historical search (only audit at GA)

Microsoft 365

How ... are we delivering this? t‘%i
« 0365 integration in Sensors Management |
* Sold as a separate license

* Cloud based integration

PROPRIETARY AND CONFIDENTIAL 30



Bitdefender XDR Sensor - Identity Bitdefender

Why ... are we doing this?

Active Directory is a prime target during cyberattacks
Active Directory Stats

1. 90% of enterprises globally use AD.

2. Attackers target 95 Million AD accounts daily.

3. 80% of attacks include compromising AD.
What ... are we doing?

Collect user events from on-premise AD and Azure AD and

« Correlate the events to create new Incidents and/or augment existing Incidents
«  Store events for historical search (Q2)

How ... are we delivering this?

« on-premise AD and Azure AD integration in Sensors Management

* Sold as a separate license l

*  On-premise AD integration requires EDR module on every DC A Ct i V e D i re C t O ry

*  Azure AD requires Azure AD Premium P1 or P2 license

PROPRIETARY AND CONFIDENTIAL 31



Bitdefender XDR Sensor - Cloud Bitdefender

Why ... are we doing this?

*  Lack of visibility in suspicious activities from cloud platforms administration

What ... are we doing?

Collect events from AWS and

« Correlate the events to create new Incidents and/or augment existing Incidents
«  Store events for historical search (Q2)

How ... are we delivering this?

+  AWS integration in Sensors Management a m azo n

* Sold as a separate license b .
* Cloud based integration (using AWS CloudTrail, AWS Config, Amazon SQS and Amazon SNS) We SerVICeS

« Important!: implies additional costs for the customer



Bitdefender XDR Sensor - Network

Why ... are we doing this?

*  Organizations are NOT BUILT JUST FROM Endpoints (it’s also IOTs, network devices, printers, etc).

+ EDR solutions are not able to detect attacks involving non-endpoint or non-protectable devices.

What ... are we doing?

Collect network events and
+ Correlate the events to create new Incidents and/or augment existing Incidents
e  Store events for historical search

How ... are we delivering this?
* Network events flow (no integration in Sensors Management at GA)
* Sold as a separate license

+  Manual deployment of network probes

Bitdefender



Bitdefender




Extended Incident Overview Bitdefender

Maranzana h ﬁ @ -‘

-

Bitdefende

Zone

* i 1 2[= £ INCIDENT =
< B Overview Alerts W se2 e
Monitoring

Dashboard ORGANIZATION IMPACT RESPONSE Lost updted 14772
8Tnoo - =

Executive Summary Inc m4 =] ACTION NEE

@ Incidents

SUMMARY NTAINMER

Blocklist
HIGHLIGHTS

Search

@ Exploit.PentestingToolHTTP.3 [nitial Ac
Custom Rules

and managed a!

5, originating from

() Threats Xplorer

Network

ROQT CAUSE

Patch Inventory

The incide:
Packages

Tasks

RISCMERuRa ATTE&CK TACTICS AND TECHNIQUES

Security Risks

o T1095 No

Policies T107

Configuration Profiles (m:
Assignment Rules
Reports
Ransomware
@ Quarantine

#3 Accounts

User Activity



Extended Incident Graph

=] 3 Juhy 2001, T71820

& Filters

o

Activity -

Group by Date

130y 2021

1 Ermail wath infected attachment is
sent 1o all cormpany workers

2 uUsers open the email attachment
2 July 201
3 2 endpoints infected

4 Scan network for OS info that can
be used for exploitation

Network scan information is
collected and sent to Command &
Control

EDR
Command and Controd
DrARH-L

Command and Contral

3 Juby 2021
Mavigato
& Download exploits from
Command & Control
T Exploits on 2 endpoints

B Tries to get administrator prvillages
on 3 machines

Welcome, John Smith

Altacker
promoticnsEirand com
80 endpoints
LKARTIM-L2

o

DIMARK-L

JAALLETT-L

CMARRETT-L
Command & Control

Bitdefender
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Historic Search

-~

SMART VIEWS < Search

Monitoring

SAVED
Dashboard

Executive Summary
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@ Incidents
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Non-endpoint Response Actions Bitdefender

Platform vallable through hat it does

Disable user
* Incident Graph
* Incident Response
0365 Force credentials reset
Delete email * Incident Response
Disable user

Active
Directory

(onpremise) Eorce credentials reset

* Incident Graph
* Incident Response

Disables the user account at the O365 Azure AD level.
Also forces an expiry on all active sessions.

Marks the account password as expired, forcing it to be
changed at the next login.
Also forces an expiry on all active sessions.

Deletes a specific suspicious email from the Exchange
Online mailbox.

Disables the user account at the Active Directory level

Marks the account password as expired, forcing it to be
changed at the next login.

If set, it removes the “Password never expires” and
“User cannot change password” attributes from the
account.
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