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To protect, secure, and provide
insights into the world’s data. The
largest organizations around the
globe rely on us to strengthen
their business resilience.
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Resilience

The ability for the business to respond and

Business adapt quickly to disruptions or changes that
Resilience threaten operations, people, assets, brand, or

reputation.

The ability to prepare for, respond to, and
Cyber recover from cyber attacks to effectively
Resilience minimize business disruptions.

The ability to continue business operations and
Data quickly recover when unexpected disruptions or
Resilience loss of availability of data occur.
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Data Security and Management At Scale
Data Operating Model
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Cohesity Impact

O @

Reduce risk of impact from a cyber event with Securely and confidently respond and Find threats, anomalies, and exposure of
automated security operations across your recover to attacks to isolate, eliminate, and sensitive data across your data to reduce risk
security suite and Data Security Alliance. safely and quickly recover critical data. of an attack or data loss.
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Cyber Resilience with Cohesity

At a Glance
---------------- Before Attack-----------
Our approach to Cyber
Resilience and Data Security IDENTIFY PROTECT
. Identify sensitive data & Data recoverability and
a ||g ns to the exposure safeguards
N H ® DSPM - Sensitive Encryption
. Data Discovery Immutability
Cybersecurity Framework ® \Vulnerability .
; Data Isolation
Scanning
Proactive Data Zerp Trust
Principles

Classification
The NIST Cybersecurity Framework Data Assot Separation of
provides direction and guiaance to those Discovery Duties
organizations seeking to improve
cybersecurity risk management.

Posture Advisor

COHESITY

R During Attack - - - -

DETECT

Detect threats and responses

® SIEMIntegration

® 3rdParty Threat
Feeds

® EDR/XDR
Detection Ingest

Reactive Hunting

Comprehensive
I0C Scanning

Ransomware
Anomaly Analysis

Native Cohesity Capability

RESPOND

Contain and .isolate threats

_______ After Attack - - -

RECOVER

Recover and restore operations

® SOARIntegration Instant Mass
Restore
® Proactive Threat
Response Clean Room Data
Instant Clean Room Recovery
) Cloud Vault
Forgnsm Threat Recovery
Hunting
Pointin Time
Vulnerability
Scanning

Incident Timeline

Analysis

Direct Integration with Alliance



Partnering to Improve Cyber Resilience*

Prevent malware
reinfection by
scanning backups

Use curated threat
feeds built into
Cohesity DataHawk to
identify threats and
indicators of
compromise in your
backups proactively or
during incident
recovery.

@ Qualys.
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COHESITY

Understand risk
exposure using
backup data

Scan backup data with
Cohesity CyberScan
app powered by
Tenable—any time,
including during
incident recovery—to

avoid reinjecting known
vulnerabilities back into

production.

Otenable

Simplify secure
access to Cohesity
clusters

Secure and control
access to your
Cohesity clusters
through integrations
with Identity and
Access Management
solutions.

5 CYBERARK
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Prioritize sensitive
data protection

Merge partner data
discovery,
classification, and
posture across clouds
with data protection
status from Cohesity.
Expedite action to
reduce cyber recovery
and compliance risks.

[N

N lyze-
§ Normalyze

Prevent exfiltration
of sensitive data

Cohesity classifies
sensitive data and
shares that information
with our partners to
fingerprint and monitor
internet traffic to
prevent data loss.

&> zscaler

Respond and
recover from a
ransomware attack

Automatically protect
data in response to a
ransomware attack
detected by Cisco
XDR. Ingest alerts and
relevant metadata from
Cohesity and initiate
recovery workflows
from your SOC tool.
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servicenow

* Generally available integrations as of February 2024



Deploy any data, in any location, with one simple Ul

Control Layer ««++++wee Cohesity Single Ul Across All Deployments and Data Estate

Cohesity Data Cloud

Services Layer oeeeeeeee .
Al-powered Security & Management Platform

Data Layer —-:o:cooeeeee

Customer Managed Cohesity Managed Customer/Partner Managed
On-premises Multi-Cloud Private Cloud
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COHESITY Gaia

Al-Powered pata Insights




Types of Al

Based on Capabilities

SUPER Al
Designed to surpass NARROW Al
the knowledge & Designed to complete

capabilities of humans specific actions. Unable

to learn independently

’

Designed to learn, think
& perform at similar Cohesity Gaia belongs to Narrow Al

COHESITY ©2024 Cohesity, Inc. All rights reserved levels to humans




What is RAG? — Retrieval Augmented Generation

5. GenAl Response - -
1.User Query 4.User Query +

Compact Text

2.Semantic
Search

COHESITY

What is RAG? — RAG is the

process of optimizing the output of

a large language model, so it
references an

before
generating a response



Cohesity Gaia Al-Powered Conversational Assistant

COHESITY

i) Dataln:

Al Assistant

Dave MacDonald 2:23 PM

T T e e e T e e S e I i I \/ C onvers at| ona | | n te rf ace

systems that were exposed externally in the last 120 days?

v/ RAG search and response

have found several possible patient names and treatment plans that were exposed via email by our system. Below are a few
of the ones found:

. v, Rich, contextual answers based on secondary data

1. John Smith Treatment Details and Plans 2. Greg St: reatment Details and Plans 3. Overall P; Treatment in Test Phase 1

@ Confirm @ Off-target & Report A Pin

COHESITY



Benefits with Cohesity Gaia

Improve decision-making
speed & accuracy

Al conversational assistant
powered with high-quality
enterprise data

COHESITY

Boost Al initiatives

Secure, highly-performant
RAG Al engine from
Cohesity

Streamline compliance
& risk management

Ability to responsibly and
securely search enterprise
data across time



Thank You
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COHESITY

o @ O . ' .
o . . v .
..‘.*- . . . e wd " . ” . ¢ * .
» d. e & & 0o . - . . . ¢ = - .
PN e 0 o 0 . . L . . " . . ®
~% °* . « @ . . . b4 " . .
- ". ." g o " 0% ' . . ] . . b . L y
- - e A ok s OB A . : .
. O-,- - . - ° . . . . .
o d YT s ® s * p W A8 . » . ] . -
¢ , e * . I e o ° . e © . ~ .
® . . b \l y : - g ® . ™ . . . - L M . i ® . L
. o - .0 .. A . . S a . . " . : e ™ . s : .
. e * . . « o s . o e ®
© 2024 Cohesity! Inc.All rights Fe§erveg. T LI s © °
Cobhesity, the Cohesity logo, SnapTree, SpanFS, DataPlatform, DataProtect, Helios, the Helios logo, DataGovern, SiteContinuity, DataHawk, and othegCoMesi

- "
ty marks are #adémarl:s or registered trgdemarks
of Cohesity, Inc. in the US and/or internationally. Other company and product names may be trademarks of the respective companies with #hich they ar@ associated. This matgrial (a) is ifitended
to provide you information about Cohesity and our business and products; (b) was believed to be true and accurate at the time it was written, but

is subject tq,chinge withouthotice; and
on an “AS IS” basis. Cohesity disclaims all express or implied conditions, representations, warrahties of any kigd. .

(c) isprovided
@ &
.
. »



