
1© 2024 Cohesity, Inc. All rights reserved.©2024. All Rights Reserved.

Cyber Resilience

Strengthen Your Defense 
Strategy

Manlio De Benedetto
Sr Director, Sales Engineering 



2© 2024 Cohesity, Inc. All rights reserved.

To protect, secure, and provide 
insights into the world’s data. The 
largest organizations around the 
globe rely on us to strengthen 
their business resilience.

MISSION
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The ability to prepare for, respond to, and 
recover from cyber attacks to effectively 
minimize business disruptions.

The ability to continue business operations and 
quickly recover when unexpected disruptions or 
loss of availability of data occur.

The ability for the business to respond and 
adapt quickly to disruptions or changes that 
threaten operations, people, assets, brand, or 
reputation.
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Data Operating Model

Data Security and Management At Scale
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Improve Security Efficiency 

Reduce risk of impact from a cyber event with 
automated security operations across your 
security suite and  Data Security Alliance.

Safely Respond & Recover

Securely and confidently respond and 
recover to attacks to isolate, eliminate, and 

safely and quickly recover critical data.

Improve Threat Detection

Find threats, anomalies, and exposure of 
sensitive data across your data to reduce risk 

of an attack or data loss.  

Cohesity Impact 
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Cyber Resilience with Cohesity

Our approach to Cyber 
Resilience and Data Security 
aligns to the: 

Cybersecurity Framework

The NIST Cybersecurity Framework 
provides direction and guidance to those 
organizations seeking to improve 
cybersecurity risk management.

At a Glance

RECOVER
Recover and restore operations

RESPOND
Contain and ,isolate threats

DETECT
Detect threats and responses

PROTECT
Data recoverability and 

safeguards

IDENTIFY
Identify sensitive data & 

exposure

- - - - - - - - - - - - - - - - Before Attack - - - - - - - - - - -
- - - -

- - - - - - - - - - - - - - - - - - - During Attack - - - - - - - - - - - - - -
- - - -

- - - - - - - After Attack - - -
- - - -

Direct Integration with AllianceNative Cohesity Capability

● DSPM - Sensitive 
Data Discovery

● Vulnerability 
Scanning

● Proactive Data 
Classification

● Data Asset 
Discovery  

● Posture Advisor

● Encryption

● Immutability 

● Data Isolation 

● Zero Trust 
Principles

● Separation of 
Duties

● SIEM Integration

● 3rd Party Threat 
Feeds

● EDR/XDR 
Detection Ingest

● Reactive Hunting

● Comprehensive 
IOC Scanning

● Ransomware 
Anomaly Analysis

● SOAR Integration

● Proactive Threat 
Response

● Instant Clean Room 

● Forensic Threat 
Hunting

● Point in Time 
Vulnerability 
Scanning

● Incident Timeline 
Analysis

● Instant Mass 
Restore

● Clean Room Data 
Recovery

● Cloud Vault 
Recovery
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Partnering to Improve Cyber Resilience*

Prevent malware 
reinfection by 

scanning backups

Understand risk 
exposure using 

backup data

Simplify secure 
access to Cohesity 

clusters

Prioritize sensitive 
data protection

Prevent exfiltration 
of sensitive data

Respond and 
recover from a 

ransomware attack

Use curated threat 
feeds built into 
Cohesity DataHawk to 
identify threats and 
indicators of 
compromise in your 
backups proactively or 
during incident 
recovery.  

Scan backup data with 
Cohesity CyberScan 
app powered by 
Tenable—any time, 
including during 
incident recovery—to 
avoid reinjecting known 
vulnerabilities back into 
production.

Secure and control 
access to your 
Cohesity clusters 
through integrations 
with Identity and 
Access Management 
solutions.

Merge partner data 
discovery, 
classification, and 
posture across clouds 
with data protection 
status from Cohesity. 
Expedite action to 
reduce cyber recovery 
and compliance risks.

Cohesity classifies 
sensitive data and 
shares that information 
with our partners to 
fingerprint and monitor 
internet traffic to 
prevent data loss.

Automatically protect 
data in response to a 
ransomware attack 
detected by Cisco 
XDR. Ingest alerts and 
relevant metadata from 
Cohesity and initiate 
recovery workflows 
from your SOC tool. 

* Generally available integrations as of February 2024 
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Data Layer

Services Layer

Control Layer

Deploy any data, in any location, with one simple UI

Customer Managed
On-premises

Customer/Partner Managed
Private Cloud

Cohesity Managed
Multi-Cloud

VPC

Cohesity Single UI Across All Deployments and Data Estate

Cohesity Data Cloud
AI-powered Security & Management Platform
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Gaia
AI-Powered Data Insights
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Based on Capabilities
Types of AI

NARROW AI
Designed to complete 
specific actions. Unable 
to learn independently

SUPER AI
Designed to surpass 
the knowledge & 
capabilities of humans

GENERAL AI
Designed to learn, think 
& perform at similar 
levels to humans

Cohesity Gaia belongs to Narrow AI
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What is RAG? – Retrieval Augmented Generation

• What is RAG? – RAG is the 
process of optimizing the output of 
a large language model, so it 
references an authoritative 
knowledge base outside of its 
training data sources before 
generating a response.

1.User Query 4.User Query +
Compact Text

2.Semantic 
Search

3.Compact Text 
(Extracted from the Matching docs)

5. GenAI Response

Retrieval Augmented Generation architecture

Content Store
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Conversational interface

RAG search and response

Rich, contextual answers based on secondary data 

Cohesity Gaia AI-Powered Conversational Assistant
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Benefits with Cohesity Gaia

AI conversational assistant 
powered with high-quality 

enterprise data 

Secure, highly-performant 
RAG AI engine from 

Cohesity 

Ability to responsibly and 
securely search enterprise 

data across time

Improve decision-making 
speed & accuracy Boost AI initiatives Streamline compliance 

& risk management
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Thank You
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