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Recent events

● REvil ransomware used against 1,500 Kaseya 
customers (Jul ‘21)

● Bombardier, Inc., data leaked by CLOP ransomware 
(Feb ‘21)

● W&T Offshore hit by Nefilim that stole over 800 GB 
of personnel and financial data (May ‘20)

● Ragnar Locker ransomware used against  
Portuguese energy company Energias de Portugal 
and asked for 1,580 in BTC (Apr ‘20)

● WannaCry used against West Bengal State 
Electricity Distribution Company (India), Iberdrola 
(Spain), Petrobras (Brazil), Gas Natural (Spain), and 
PetroChina (China). 



Phishing

80%
of attacks start with a phishing 
email.

Targeted threats are extremely 
difficult to detect.

Attacker tactics remain consistent

Email-borne threats

94%
of malware was installed via 
malicious emails and attachments.

Attackers rapidly change tactics to 
defeat email security measures.

Ransomware

21%
of Americans have 
have experienced a 
ransomware attack .

46% say their company paid the 
ransom.
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Five reasons to trust 
Google Cloud

You own and control your data, not Google

Your data and applications are available when you need them

Your data protection is core to everything we do

You can satisfy your compliance and regulatory requirements

You can progress towards your environmental and social goals
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You can control how Google stores and accesses your sensitive data

Data            
Residency

Configure key GCP 
Services and Workspace 
Apps to store your data in 
the locations you select

Assured    Workloads

Secure workloads to 
prevent deployments 
outside selected geo 
boundaries and limit 

access by Google support 
personnel based on 
predefined attributes

Cryptographic 
Control 

Access   Transparency Confidential 
Computing

Audit Google’s access to 
your data and require 
explicit approval with 

justifications for support 
or engineering access

Store and manage 
encryption keys outside 
Google Cloud and and 
only approve requests 

for decryption based on 
clear justifications

Preserve the 
confidentiality of your data 

while it is being 
processed and configure 

end-to-end ubiquitous 
data encryption for a 

verifiable control

https://cloud.google.com/terms/data-residency
https://cloud.google.com/terms/data-residency
https://support.google.com/a/answer/9223653?en
https://support.google.com/a/answer/9223653?en
https://cloud.google.com/assured-workloads?hl=en
https://cloud.google.com/access-transparency?hl=en
https://cloud.google.com/access-transparency?hl=en
https://cloud.google.com/security-key-management?hl=ro-RO
https://cloud.google.com/confidential-computing
https://cloud.google.com/confidential-computing
https://cloud.google.com/blog/products/identity-security/ubiquitous-data-encryption-on-google-cloud
https://cloud.google.com/blog/products/identity-security/ubiquitous-data-encryption-on-google-cloud
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Software 
Sovereignty

You can run workloads
without dependencies 
on provider’s software

Data Sovereignty
You keep all control
over encryption and
access to your data

Operational 
Sovereignty
You have visibility 
and control over 
provider operations

Google’s vision of 
sovereignty is not 
only about data 
protection
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100% Carbon Neutral

   29 Regions, 88 availability zones

   146 Network Edge Locations

   Thousands of Edge Nodes

Google’s global infrastructure is resilient and scalable by design
Leverage the same built-in protection, and global network that Google uses 
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Google Cloud Security & Resilience Framework: 5 functions

Identify Protect Detect Respond Recover 

Data 
Protection

Supply 
Chain 

Protection

Critical Asset Discovery 
and Protection

Risk Manager and Risk 
Protection

Logging, Configuration and 
Monitoring

Detection and Investigation

Response

Rapid Recovery

Risk Manager and Risk 
Protection

Activities to take action regarding a 
detected cybersecurity incident.

● Risk Assessment & Critical Asset 
Discovery 

● Asset Diagnostics on GCP
● Risk & Compliance as Code

● Secure Supply Chain
● Secure Collaboration
● Web Application & API Protection
● Resilient by Design

● Autonomic Security Operations ● Autonomic Security Operations ● Ransomware Recovery Solution
● Enabling Cyber Insurance

Identify appropriate activities to maintain 
plans for resilience & restore capabilities 
or services that were impaired due to an 

incident.

Define the appropriate activities to 
identify the occurrence of an event & 

enable timely discovery.

Outline appropriate safeguards to ensure 
delivery of critical infrastructure service.

Develop an organizational understanding 
for managing risk to systems, people, 

assets, data, & capabilities.

Google
Cloud
Solutions

Identity

Zero Trust

Workspace



Thank you !


