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Orientarsi tra i
provider di TI

Servizi Professionali
IR/DF/MA, Red Teaming

I confini tra i diversi Tier 
sono confusi ed è difficile 
comparare i fornitori

TISS Provider
Servizi Gestiti

TISS Lite o TIP Plus
Protezione del Brand, TTP, 
monitoraggio Dark Web, 
Protezione domini

Threat Data Feed e 
Repository di dati

Tier 1

Tier 2

Tier 3

Tier 4
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3Threat Actors

Nation StateCybercriminals Hacktivists MercenariesThrill Seekers

Victims

*all

Specific 
Sectors

Specific 
Entities

Goals

Sabotage

Profit

Espionage

Visibility

400 Milioni di utenti
270.000 aziende



4Intelligence Cycle

Intelligence Process

Dissemination 
& Integration

Analysis & 
Production

Planning & 
Direction

Collection

Trend Globali

Trend Regionali

Minacce emergenti

Esigenze clienti

Processing & 
Exploration

OSINT

KSN

Incident Response

Partners

Analisi automatica datiArricchimento e 
Contestualizzazione

Analisi Tecnica

• Chi ?

• Cosa ?

• Dove ?

• Quando ?

• Perché ?

Threat Intelligence Portal



5Caratteristiche fondamentali della TI 

gruppo
industria
area

Pertinenza

Accesso iniziale

Kill chain

Impatto
Persistenza e esecuzione
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nta
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Durata < 2y
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tool
artifact

IOC / IOA
domini
IP
hash

Threat 
Intelligence 



6Come applicare la Threat intelligence nelle security operation

Kaspersky
Threat 

Intelligence

Operation
& maintenance 
management

Vulnerability 
management Incident response

Monitoring
& detection

Reporting

• Security Priorities
• Attck Susrface
• Vulnerability Assessment
• Cybersecurity posture
• Gap Analysis

• Dark web threats
• Cybersecurity Trends
• Threats Statistics

• Threat Landscape
• Digital Footprint

• Actor Profile
• Digital Forensic
• Incident Statistics
• KPIs
• Technical Attribution
• Lesson Learned

• IOCs & IOA
• TTPs
• Context Enrichment
• Behavioral Analysis

• Malware Detection 
• Asset Monitoring
• Whitelisting
• Supply chain attack monitoring



Threat Data Feeds

Threat Analysis (Sandbox 
+Attribution)

Un portafoglio di servizi completo

STRATEGIC

OPERATIONAL TACTICAL

CyberTrace (TI Platform)

APT Intelligence 
Reporting 

Crimeware Intelligence 
Reporting 

Threat LookupDigital Footprint 
Intelligence

ICS Reporting

Ask the Analyst

Takedown Service
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