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“The fact that someone, somewhere knows about my emotions and can read my intimate files 
is disturbing, but this also affects my wife and children [...] While I do not have long left in my 

life, what happens if someone uses my personal data after my death? There’s nothing I can do 
about it.” 

A patient expresses concerns after the public announcement of the data breach at the Vastaamo Psychotherapy Center, Finland, 
September 2020 - (Anonymous source, Kirp, 2020)



Approximately 30% of digital forensics and forensic 
science practitioners are at risk of developing 
psychological injury and/or occupational stress 
and burnout from their occupation

(Kelty and Gordon, 2015).
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KNOW YOUR 
ADVERSARY
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DISRUPTION
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LAW (e.g AI ACT)

TECHNOLOGY 
(e.g LLM)

USAGE (e.g 
Crowdsourcing of 

attacks)

INFORMATION 

(e.g Infodemics)
DISRUPTION
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GLOBAL & REGIONAL 
REGULATIONS
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THANK YOU

Stéphane Duguin
CEO

sduguin@cyberpeaceinstitute.org


