Secu )/\?

Cyber security intelligence \)

Hacked?! What now,
to pay or not to pay?

Ceert Baudewijns
CEOQO, Secutec

) CIONET



Facts
& Figures

= fo
= KOS O
H %i ﬁ i3 él—)

25M 750 85 22y

- ACTIVE IN 60 EXPERIENCE IN
25 Mil. € COUNTRIES CUSTOMERS EMPLOYEES CYBER SECURITY

Knowledge - integrity - flexibility - service ));7









Sec:utec:))j)—j

Cyber security intelligence

4% Clear Web

-internet known to us
-visible to all users
-accessible via Google & Co.

int{rscet 1S
like aniceberg 96%  Deep Web

-restricted or non-indexed sites

-databases, websites & services from
Government, Organisations or Universities

Darknet

-not findable in the normal way

-encrypted communication

-Creators and Visitors want to remain anonymous

-lllegal Content, Political Protest, Private Communications



Tor Browser File Edit Tools

View History Bookmarks

Window Help

45% ) Fri11:35 AM Q

® ® The-Hidden-Wiki.com - Hidden... % | ), Disconnect Search: Search... m US Fake ID Store - Drivers ... ? +

S @" L e — (< Search

USfakeIDS Products FAQs Register Login

US Fake Drivers Licenses - Scannable, Holograms, UV etc

Our fake drivers licenses are all scannable, contain original hologram and UV,
microprint, laser engraving etc.

Shipping from the US within 48 hours!

We only sell the best quality, you wont find any better on the net.

fake Drivers License for $200 USD

South Carolina 200 USD = 0.551 B q By now |
New Jersey 200 USD = 0.551 B ' 5oy now |
Colorado 200 USD = 0.551 B ' uy now |




® TorBrowser File Edit View History Bookmarks Tools Window Help 99% (%) Fri4:56 PM Q

® ® @ AlphaBay | Deep Dot Web % |/ @ Search Results | Alphabay ... * | -
4 NG

/

S @ - € ) @ pwoah7foabau2pul.onion/search.php?frc=1 ¢ Q sSearch =
() BROWSE CATEGORIES Search Results [save search)
Fraud 10661 .

[FE 100%] [Sticky] FRESH 24TH NOVEMBER 8AM % UNBEATABLE GUARANTEED % 95% VALID Buy price

Accounts & Bank Drops 5781 SUPER BASE RETURNS %BACK TODAY% USD 0.00
. . (0.0000 BTC)

CVV & Cards 1724 Item # 856 - CVV & Cards / CVV & Cards - ThinkingForward (30343)
Dumps 462 Views: 127827 / Bids: Fixed price
Other 1628 Quantity left: Unlimited (670 automatic items)

Personal Information & 1066

Scans e | LFE 100%] [Sticky] m [l FRESH CC/CVV SNIFFED 100% VALID (NEW STOCK/DB) - (Store 1° Buy price
i 1E RO . USD 9.20
Drugs & Chemicals 37549 %ﬂ“ﬁ http://rstor.su) - (The Good Days Are Back) [l| m i BT
scover | VISE Item # 1103 - CVV & Cards / CVV & Cards - RedSon (9480) -
Guides & Tutorials 4732 e L

Counterfeit ltems 1952 Views: 110911 / Bids: Fixed price

Qua ed (608 a

Other Listings 8064

Software & Malware 570 [MS] [Sticky] FRESH VISA CC/CVV FROM USA (excellent quality) Buy price

Security & Hostiog 192 _VI SA ltem # 17014 - CVV & Cards / CVV & Cards - oneSellerUsaCC (4678) Tas 75{33
(0.0195 >

Views: 34286 / Bids: Fixed price

|_| Quantity left: Unlimited (44 automatic items)
Jdil SEARCH OPTIONS

Search terms:

N [Sticky] % Courvoisier % [ KINGER ] HQ UK FULLZ % [VBV PASS + MMN INCLUDED] % Buy price
pwoah7foa6au2pul.onion/user.php?id=RedSon “’.'1“_'?_[:“ Item # 820 - CVV & Cards / CVV & Cards - Courvoisier (14035) usD 0.00




@ Messages File Edit View Buddies Window Help 100% @ Fri5:06 PM Q

(3) AlphaBay | Deep Dot Web % | ‘@ Amazon Unlimited Money | ... % | =+

E—’J @ €& @ pwoah7foa6au2pul.onion/listing.php?id=17410&imgid=2015061023e46ad7008743e4857a0810554c5dde&tab=3 c Q_ Search =
Jewels & Gold 590 Descripton ~ Bids | Feedback = Refund Policy
Weapons 637 .
Listing Feedback
Carded ltems 1027
Buyer Date Time Comment
Services 2337
© cy November 24, 2015  23:36
Other Listings 864
O o November 24, 2015 20:48 Fast shipping. Product as promised.
Software & Malware 570
Q s"e November 21, 2015 20:09 Intersting and worth 5$. Good delivery and easy explained!
Security & Hosting 192
© Ce November 21, 2015  16:41
O W**'s November 19, 2015 18:32 thanks
[#il SEARCH OPTIONS © r3 November 16, 2015  18:01 good but i dont know if this metod is valid in europe, test soon
Search terms: o A**a November 11,2015 17:07 very fast and good method. Nice vendor!!
0 ™1 November 11,2015 12:53
ng D o - - -~

there are reviews like at amazon

Ships to: © tk November 4, 2015 10:30 Great guide!

| Any 5 € be November 2, 2015  15:06

‘O hl;ltc’)‘:trp?)z;lar o j 0 d**9 October 31, 2015 07:36 Pretty good method
Active vendor: Q b**0 October 31, 2015 05:15 fast Prompt Thank You

| Active vendor listings ~| ©Q dve October 30, 2015  23:53 i wouldnt do it
Au‘?Watic fulfiliment: e W2 October 29, 2015 21:51 The title is very misleading
e B Q@ "h October 27,2015 00:41
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Lifecycle of a Ransomware Incident certnz I\

INITIAL ACCESS CONSOLIDATION *

' @ AND PREPARATION s IMPACT ON TARGET
Attacker looks for a way into ) 4 Attacker steals and encrypts
the network a|ft§:vii;2ttempts to gain access to data, then demands ransom

Valid
credentials

Phishing

Data

exfiltration
Internet-

exposed
service

Lateral
movement

Password

guessing
¢ Command
and Destroy
2% control X . backups

Privilege

Exploit
escalation

vulnerability §

Malicious

document




is any value ] { is any value ] { is any value ] Last 30 Days \

List of Public Victims

Victim Name ' Victim Domain | Ransomer Name Victim Industry | Victim Country Posted Date v | First Observed Detailed Victim View

1 | Wardlaw Claims Servi... \ www.wardlawclaims.c... ’ Cactus == \ Insurance \ United States \ 2023-09-11 \ 2023-09-11 ’ View =

2 | Unimarketing == \ www.unimarketing.ca I Cactus == \ Professional Services \ Canada ‘ 2023-09-11 } 2023-09-11 | View .

3 | cfsigroup.ca == \ cfsigroup.ca \ LockBit == \ Construction & Engine... = Canada \ 2023-09-11 \ 2023-09-11 \ View

4 | deeroaks.com == \ deeroaks.com ’ LockBit == \ Health Care Providers ... \ United States | 2023-09-11 \ 2023-09-11 ’ View

5 | Altmann Dental Gmb... \ www.altmanndental.de l NoEscape == \ Health Care Providers ... \ Germany J 2023-09-11 i 2023-09-11 | View

6 | VVandA == \ cftvyv.com ] 8Base == [ Accounting \ Spain [ 2023-09-11 \ 2023-09-04 l View =
Top Ten Targeted Industries Country by Number of Public Victims Ransomware Groups by Percentage of Publ...

Building Materials - 5.70%
Textiles, Apparel & Luxur...

Legal Services - 7.77% _

o

Construction & Engineeri... W iceland
S LockBit - 30.13%
Rhysida - 2.08%
lop - 2.08%
BianLian - 3.12%

Medusa - 3.64%
Play - 4.42%

Black Basta - 5.19%

Akira - 5.45%

Cactus - 6.23%
NoEscape - 6.49%

Professional Servic...

Specialized Consu... \\&

Real Estate - 8.831%
Health Care Provider...

BlackCat - 9.09%
Internet Software & Servi... Education Services - 11.40%

8Base -3.31%

Top Ten Ransomware Groups Number of Public Victims by Week

Ransomer Name Victims v
1| LockBit w I -
2 | Blackcat w= | - 2 100
3 | 8Base == \ - 32 QE-
4 | Cactus == B 25 50 or more g 50
5 | NoEscape w= | Il 25 Argentingsl
6 | Akirass | I 21 0
7 | Black Basta == \ 20 Aug 14 Aug 21 Aug 28 Sep4  Sep 1l
8 | Playss= | 1o ) First Observed
- - | v
Q | Rianlian e | 1A




is any value is any value y ‘ is Belgium ] [ Last 90 Days
List of Public Victims
Victim Name Victim Domain Ransomer Name ' Victim Industry | Victim Country Posted Date v | First Observed | Detailed Victim View

1 | PAUL-ALEXANDRE DOL.. | notairedoicesco.be " Qilin = | Legal Services . Belgium | 2023-09-08 | 2023-06-15 | View -
2 | meroso.be == \ meroso.be \ LockBit == ' Food Products \ Belgium \ 2023-09-06 | 2023-09-07 \ View

3 | immoselekt.be == | immoselekt.be | LockBit w= | Real Estate ' Belgium | 2023-08-29 | 2023-08-29 | View

4 | renaultinantwerpen.b.... \ renaultinantwerpen.be \ LockBit @ ' Automotive \ Belgium \ 2023-08-29 | 2023-08-29 \ View

5 | TOYOTA-BOSHOKU.BE... = toyota-boshoku.be | Clop == " Automotive " Belgium | 2023-07-26 | 2023-07-26 | View

6 | ANL Packaging == V anlpackaging.com \ 8Base == | Containers & Packaging \ Belgium \ 2023-07-17 | 2023-07-13 \ View

Top Ten Targeted Industries

Real Estate - 10.00%

Food Products - 10.00%

Containers & Pack... _§

Government - 10.00% _~

Semiconductors & Semicon...

Top Ten Ransomware Groups

Ransomer Name

r

T
+
Automotive - 20.00% o

Commercial Servic...

Internet Software &S...
Legal Services - 10.00%

LockBit ==

Play =

Qilin s

Clop =

8Base =

Black Basta =
MedusaLocker ==

N kW -

50 or more

'
+

©

t

Argentinag ;

Country by Number of Public Victims

LTS e

Ransomware Groups by Percentage of Publ...

8Base - 10.00%

Black Basta - 10.00%

LockBit - 40.00%

MedusaLocker - 10.00% *\

Clop - 10.00%

Qilin - 10.00% Play - 10.00%

Number of Public Victims by Week

2
1 /\/4\
0

July

Victim Posts

August
First Observed

September



C @ hiveleakdbtnp76ulyhi52eag6c6tyc3xw7ez7iqybwc34gd2nekazyd.onion

Hiveleaks

BHARBERT

BL Harbert International is a privately-owned construct
ion company with U.S. and international operations. He
adquartered in Birmingham & USA

Website Revenue
www.blharbert.com $974M

Employees
7 611

Disclosed Links v

Encrypted at

5 September 2022

12:16:30

Disclosed at

21 September
2022

80 W QO



C @© hiveleakdbtnp76ulyhi52eag6cstyc3xw7ez7iqywc34gd2nekazyd.onion

Website Revenue
www.isr tecnico.ulisboa. pt $10M

Disclosed at
Employees

57 2 December 2021 19:57:30

Encrypted at

MediaMarkt

Founded in 2016 and headquartered in Zurich, Switzerl
and, MediaMarktSaturn Retail Group is a retail compan

y for consumer electronics O O ® ‘ 703 O
o [

Website Revenue
www.mediamarktsaturn.com $240 O0O0OM

8 November 2021

Employees
53 000

Disclosed at

1 December 2021 16:26:00

Drake & Scull S—



bvq ’ TWITTER > E HOW TO BUY BITCOIN
NN | FAKED DATA REERE e ress s
S ABIT 3.0 & AFFILIATE RULES > &% MIRRORS
lafondasantafe.com gavresorts.com.br pdh.com.tw monnensenpartners.be

12D 09h 10m 39s

Each year, La Fonda proves itself of being
among the top Santa Fe luxury hotels

\/C'. Updated: 06 Sep, 2022, 01:51 UTC
/! y

GAV Resorts is a company specializing in
high-end resorts.

Rottley Tile has more than 35 years of
experience and professional service team, all
kinds of tile questions are happy to answer
for vou, vour inquiries are our honor.

(\\;. Updated: 05 Sep, 2022, 15:38 UTC

Your partner in accounting, taxation and
advice Our accountants and advisors help you
with personal and professional growth and
work on the well-beina and future goals of

(., Updated: 05 Sep, 2022
S '

sbr-zwiesel.de

9D 20h 45m 56s

The company SBR - Stahlbau Regenhtitte
GmbH - based in Zwiesel is a future-oriented
and high-performing medium-sized family
company, which manufactures complete

(') Updated: 05 Sep, 2022, 15:26 UTC
\_/ ) :

finnco.eu

9D 20h 06m 25s

Finnco-altec is a company that operates in
the Packaging and Containers industry. It
employs 21-50 people.

sportscity.com.tw

11D 02h O03m 45s

As a clothing manufacturer for over 30 years,
SCI has witnessed the development of the
garment industry in Taiwan. We are fully
aware that talent is the key to a company's

14:44 UTC

(') Updated: 05 Sep, 2022
\_/ : )

kamut.com
7D 15h 33m 28s

We have three main activities at KEE. We
organize the promotion and protection of the
KAMUT(R) tradename in the European Union.
We also coordinate a research proaram

2022, 12:14 UTC

(<, Updated: 05 Sep
> Y I

divultec.pt

www3.comune.gorizia.it

9D 07h O01m 08s

eneva.com.br
13D 19h 37m 32s

floresfunza.com



'v? W TWITTER i HOW TO BUY BITCOIN @ CONTACTUS
LOC%\ LEAKED DATA ed' PRESS ABOUT US : Bl AFFILIATE RULES : & MIRRORS

UNTIL FILES

PUBLICATION

Deadline: 26 Sep, 2022 15:07:28 UTC

Parrott Sims & Mclnnis PLLC pa rrottsi ms.com

We are a full-service law firm providing our clients with superior legal services by leveraging our resources and personnel to deliver timely legal

advice...

Phone: +1 832-485-6000

ALL AVAILABLE DATA WILL BE PUBLISHED !

UPLOADED: 21SEP, 2022 15:07 UTC UPDATED: 25 SEP, 2022 00:19 UTC
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Das élteste internationale [Ransomware] LockBit-Partnerprogramm heif3t Sie willkommen.

Wir sind in den Niederlanden anséassig, vollig unpolitisch und nur an Geld interessiert.
Wir haben immer eine unbegrenzte Anzahl von Affiliates, genug Platz fir alle Profis. Es spielt keine Rolle, in welchem Land Sie leben, welche Sprache Sie
sprechen, welches Alter Sie haben, an welche Religion Sie glauben, jeder auf der Welt kann zu jeder Zeit des Jahres mit uns zusammenarbeiten.
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btcdirect.eu

payment hacker wallet

btcdirect.eu Merge
bclpc...

53. 1

bclécOSexp“. ‘

40:3466— ®

o
5348947 bclqnaws87Il...
53 17921/'. bclqg6fw35ub...

./ T 39EnPyRX)AM...

MEXC.com deposit address

4.999966

7
/. bclgfmO6nmn...
./‘1'3’676 bclqet958uyj... .
3tgovf... \1'5‘9569 bgAq6sgims8s...
?Aﬁfghqqo... i \.
\1'5:9568‘

29,6329

PN
47730

bclq0dgzhmm... . \
greg g 6.899877
bc1lg3w90su
21 2> . 30:9495 .\ 15:00
\ bclqyksptnm... 5296
21;,% qyksp 15.9563\\:

bclqatgQz7g...

. R,A:‘:
2)00
bclgpthu48q...
bc1gmsdSmts... ap \

6284283

‘ qavz.qm\}
m— - HUOBI.com deposit address
bclg3eaehzx... /

Andere geldstromen naar hetzelfde deposit adress bij HUOBI /198!58 11FfmCYyg34...

3PNWehQdnAe...
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Cyber security intelligence

Monitoring of outgoing DNS traffic

Red Teaming for vulnerability monitoring
From the perspective of an external attacker

Preparation for an incident
There is no 100% playbook, but 70%

CIONET

Alternative Linux backup
Hackers usually take the easy way

Server Logs Backup
The longer the better for forensics

Paper documentation

Passwords / Manager




Any questions?

CEO - FOUNDER

Official Cyber Crime Negotiator

geert.baudewijns@secutec.be

+32 477 69 05 05

Secu

Cyber security intelligence
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CONTACT US
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